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METHOD OF AND SYSTEM FOR EFFECTING ANONYMOUS 
OffiDIT CARD PmCBU^SES OVER THE im 

Cross-Referenced Applications 

[01] This [^plication claims the benefit from U.S. application Serial No. 
60/194,346, filed April 3, 20Q0; U. S. apphcation Serial No. 60/254,056, filed 
December 7, 2000; U.S. application Serial No. 60/251,984, filed December 7, 
2000; and U.S. application Serial No. 60/273,595, filed March 5, 2001, the 
disclosures of which are hereby incorporated by reference into this 
application. 

Field of the Invention 

[02] This invention relates generally to a method of and system for 
effecting anonymous and secure credit card purchases over the int^nnet and 
more particularly to a method of and system for encrypting and distributing a 
purchaser's private information such that only parties authorized to receive the 
information receive it and are able to decrypt it 

Background of the invention 

[03] To make purchases using the Internet, buyers are required to disclose 
the buyer's name, address, shipping address, and credit card nimiber to tiie 
merchant. Many would-be purchasers are uncomfortable with providing 
sucfi information to the Web merchant, because they are concerned that their 
credit card numbers could be misused and that their privacy could be 
compromised. As a result, such potential buyers choose not to use the Intemet 
to make purchases or restrict their purchases to particular merchants whom 
they trust. The growth of e-commerce is restricted by. these privacy and 
security concerns. 
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[04] Likewise, businesses that make Ihtemet purchases from other 
businesses using the Jnteinet are required by present Ihtemet order processing 
systems to reveal idebtiil^^S payment information to the selling business 
that inay result in the compromise of information regarding the transaction 
that the buyer would prefer to remain private. 



Summary of the Inventidii 

[05] The growth of the IntCTiet for conisumer and commercial transactions 
creates a need to control what information is revealed to whom in tiie course 
of the transaction. Ihthecaseof Internet tramactions that involve more than 
two parties (such as an e-commerce transaction involving a buyer, a sell^, a 
merchant acquirer, and a delivery conxpany), all participants will benefit firom 
a technology solution that provides each party with only that kind and amount 
of information about the transaction that is required in order for the transaction 
to be completed. 

[06] The preferred solution to the hitemet privacy problem will not require 
the buyer to take extra steps such as downloading software or browsing to a 
special Ihtemet site in order to obtain an alias identity. Most buyers will be 
unwilling to take such extra effort, and will prefer a solution that will enable 
them to browse directly to the merchant's Web site and to make private and 
secuf e purchases widiout the need to take any extra st^s or precautions, and 
without noticeable latency. 

[07] The preferred solution to the need to control the distribution of 
information among multiple parties to an Litemet transaction will manage 
disclosure to each party siich that each party receives only that information it 
needs to complete the transaction, without any need to establish any party as a 
tmsted repository of the information of others. 
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[08] The preset invention provides a method and system for anonymous 
and secure hitemet commerce under which each party to a transaction receives 
only the specific informatibii it needs to know in order for the transaction to be 
completed, and by which the buyer can remain anonymous to the merchant 
The invention enables the buyer to browse directly to the merchant's Web site 
without taking any extra or preliminary steps, and also enables the transaction 
to be consummated without disclosure of the buyer's'hame, address or credit 
card number to the merchant. The invention further enables the merchant to 
detemiine what specific inforaiation of the buyer will be disclosed to the 
merchant, and thus to offer the buyer a technological guarantee that it will not 
see any buyer information that is designated by the merchant as private to the 
buyer. Where tiie merchant is offering anonymity to the buyer, the invention 
provides a method and system by which the buyer's anonymity is protected, 
notonly for purchases, but also for ordinary returns and chargebacks. In 
addition, the invmtion enables the buyer and seller to communicate privately 
by e-mail. 

[09] The buyer begins the transaction by browsing to the Web site of the 
Internet merchant, where the buyer identifies any items it wishes to purchase 
and places them in a shopping cart. The buyer is not required to browse first 
to a third-party's Web site, nor is the buyer required to download any 
software. 

1 1 OJ After selecting the items it wishes to purchase ftom the merchant's 
Web site, the buyer clicks on a checkout button and is redirected to the 
security server system of the present invention, which resides on a different 
computer than that of the merchant The security server system serves up one 
or more forms that are filled in by the buyer, consisting of oiie or more 
checkout forms, a payment instrument form, an email address form, and a 
delivery information form. Some or all of these data supplied by the buyer are 
encrypted using the public keys of those entities that need to know those items 
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of information in order for the transaction to be coxnpleted and assembled into 
a protected infommtion package that is then sent from the security server 
system to the merch^t ftreferably, a public key security system such as RSA 
is used to encrypt the buyer's information. 

[11] The merchant receives the information package(s) and stores their data 
elements in an order management database in their encrypted form. The 
merchant does not possess the capability of decrypting information in the 
protected information package that is delivered to the merchant in encrypted 
form, althou^ it does haVe tiie capabiUty of reading any information that is 
palssed to the merchant Scorn the security s^:ver system in unencrypted form: 

[12] The merchant sends an encrypted payment authorization request to the 
merchant acquirer or to the issuing bank. The merchant acqxurer or issuing 
bank decrypts the'payment authorization request, processes that request, and 
sends a response to the merchant either authorizing or denying the transaction. 
The m^hant can communicate with the buyer without knowing the real e- 
mail address of the buyer by using a secure mail feature of the present 
invCTition. In that situation, the merchant directs its e-mail to the buyer 
through the security server system. The security server system assigns alias 
identities to the merchant and the buyer. Only the merchant can communicate 
with the buyer using the secure mail feature. 

[13] In situations where the buyer is purchasing hard goods for delivery to 
his address, the merchant sends an encrypted delivery request to the delivery 
company containing the buyer's name and shipping address and an order 
number, or other appropriate information. The delivery company decrypts the 
delivery request and provides the merchant with a numerical identifier that it 
associates with the goods ordered by the buyer. The merchant, or a party 
providing fulfillment services on behalf of the merchant, receives the 
numerical idratifi^ and places it on the package containing the goods ordered 
by the buyer. The delivery company picks up the package from the merchant 
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or fulfillment party, translates the numerical identifier as necessary, £md 
delivers the package to tbe buyer. 

[14] The invention also accommodates returns and chargebacks without 
comprising the anonymity of the buyer. 

£15] The invention satisfies the following objectives: 

1 . Buyers can piake o^ine purchases without disclosing their names, 
addresses, or paym^t instrument information to the seller. 

: 2. Buyers are not required to go to third-party Web sites or to download 
software in order to make anonymous and secure purchases fix)m the 
merchant All the buyer has to do is to browse directly to the 
merchant's site and make a purchase by filling in a shopping cart and 
providing the standard items of information by completing standard 
forms served to the buyer. 

3. Internet merchants can offer complete anonymity to privacy-sensitive 
buyers and eliminate the risk of loss from credit card theft and hackmg. 

4. Merchants using the invention can continue to offer personalization to 
their customers. 

5. Merchants using the invention select the level of privacy that will be 
deUvered to their customers — fiiU anonymity or credit card privacy. In 
both cases, the m^chant never receives, stores or transmits the 
customer's credit card information. 

6. The invention provides a universal transaction interface through which 
merchants can deploy a wide range of new payment and security 
technologies (including smart cards, biometric identity verification, 
digital signatures, on-line checks, ATM cards, and person-to-person 
payments) without further changes to the merchant's order processing 
systems. 
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7. The invention permits e-mail communications without compromising 
the anonymily of the buyer. 

[16] According to one aspect of the invention, a transaction system for 
perfomiing secure transactions over a communication network includes (i) a 
mdrchant server system including a computer processor and associated 
memory, the merchant servef system offering items for sale; (ii) a buyer 
system including a computer processor and associated memory, the buyer 
system being selectively couplable to the merchant server system over the 
commimication network to initiate a transaction, whqrein, during the 
transaction, the buyer system selects one or more of the items for purchase; 
(iii) a security server system including a computer processor and associated 
memory and an encryption device, the security server system receiving buyer 
information firom the buyer system, encrypting the buyer information in an 
encryption key that prevents the merchant server system from decrypting the 
buyer information, and transferring the encrypted buyer information to the 
merchant server system; and (iv) a third servCT system including a computer 
processor and associated memory, the third server system being selectively 
couplable to the m^chant server system, wherein the merchant server system 
transmits at least a portion of the encrypted buyer information to the third 
server system for processing during the transaction. 

[17]^ The third server system may be one of a dehvery server system and a 
payment processor server system. The encrypted buyer information received 
by the deUvery server system may be deUvery address information of the 
buyer. The encrypted buyer information received by the payment processor 
server system may be payment information of the buyer. The transaction 
system may furflier include a fourth server system including a computer 
processor and associated memory, flie fourth server system being selectively 
couplable to one of the merchant server system and the third server system. 
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wherdn the one of the merchant server system and tiie tihird server system 
transmits at least a portion of the encrypted buyer information to the fourth 
server system for processing during the transactioii. The security server 
system may encrypt the buyer information into a first document and a second 
document, wherein the first document is transmitted to the third server system 
by the merchant server system and the second document is transmitted to the 
fourfli server system by the merchant server system The security server 
system may encrypt the buyer information into a first document and a second 
document, wherein the first and second document are transmitted to the third 
server system by the merchant server system and the second document is 
transmitted to the fourfli server systen by the third sWver system. The third 
server system may be one of a delivery server system and a payment processor 
server system and wherein the fourth server system is the other of the delivery 
server system and the payment processor server system, and wherein the first 
document may contain one of the buyer system's delivery address information 
and the buyer system's payment information and the second document may 
contain the other of die buyer system's delivery address information and the 
buyer system's payment information. The security server system may aicrypt 
the first document using a first encryption key and the second document using 
a second encryption key, wherein the one of the third server system and the 
fourth server system that receives the first document can decrypt the first 
docmnoit but not flie second document and wherein the otfier one of die tiiird 
sisTver system and the fourth server system fliat receives the second document 
can decrypt the second document but not the first document 
[18] According to another aspect of the invention, a system for perfoiming 
secure transactions over a communication network includes (i) a merchant 
server system including a compute processor and associated memory, the 
merchant server system offering items for sale; (ii) a buyer system including a 
computer processor and associated memory, the buyer system being 
selectively couplable to the merchant server system over the communication 
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network to initiate a transaction, wherein, during the transa.ction, the buyer 
system selects one or more of the items for purchase; (iii) a security server 
^tem including a compiuter processor and associated memory, the security 
servier system being selectively couplable to the buyer system to receive buyer 
information from the buyer system in the course of the transaction, the buyer 
information including delivery address information and payment information; 
(iv) a delivery server system inclliding a computer processor and associated 
memory; and (v) a payment processor server system including a computer 
processor and associated memory. The security server transmits the delivery 
address information to the deliyery server system and the payment information 
to the payment processor server system. . " 

[19] Thei security server sj^em may encrypt the deUvery address 
information into a first document and the payment information into a second 
dociunent The security server system may tran^nit the first and second 
document to the merchant server system, which transmits the first document to 
ttie delivery server system and the second document to the payment processor 
server system. The merchant server system is incapable of decrypting the first 
and second documents. 

[20] According to another aspect of the invention, a transaction system for 
performing secure transactions over a communication network includes (i) a 
merchant server system including a computer processor and associated 
memory, the merchant server system ofiTering items for sale; (ii) a buyer 
system including a computer processor and associated memory, the buyer 
system being selectively couplable to the merchant server system over the 
communication network to initiate a transaction, wherein, during the 
transaction, the buyer system selects one or more of the items for purchase and 
transmits information regarding the one or more items to the merchant s^er 
system; (iii) a security server systOTi including a computer processor and 
associated memory and an encryption device, the security server system 
receiving buyer information firom the buyer system, encrypting the buyer 
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infonnation in an encryption key that prevents the merchant server system 
from decrjpting the buyer infotmation, and transfecring the encrypted buyer 
information to tbe naerch^mt server system; and (iv) a third server system 
including a computer processor and associated memory, the third server 
system being selectively couplable to the merchant server system, wherein the 
merchant server system transmits at least a portion of the encrypted buyer 
information to the third server sy^em for processing diaring the transaction. 
[21]. According to ano&er aspect of the invention, a system for performing 
secure transactions pver a communication network includes (i) a merchant 
server system including a computa: processor and associated memory, the 
merchant server systemoffering items for sale; Cii) a buyer system including a 
conq)uter processor and associated memory, the buyer system being 
selectively couplable to the merchant server system over the communicatioh 
network to initiate a transaction, wherein, during the transaction, the buyer 
system selects one or more of the items for purchase and (iii) a security server 
system including a computer processor and associated memory and an 
encryption device, the security server system receiving buyer information 
from the buyer system and forming a merchant document including 
information regarding tiie item being purchased, encrypting the buyer 
information into a payment document including the buyer's payment 
information and encrypting the buyer information into an address document 
including the buyer's shipping address. The security server system transfers 
the buyer information to a first one of the merchant server system, a payment 
server system and a deUvery server system, wherein the first system removes 
the document associated with the first system and transmits the remaining 
documents to a second one of the merchant server system, the payment server 
system and the deUvery server system, wherein the second system removes the 
document associated with the second system and trananits the remaining 
document to a third one of the merchant server system, the payment server 
system and the deUvery server system. The security server system encrypts 
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the buyer infoimation using an encryption key in which only the payment 
server system is enable of decrypting the payment document and only the 
delivery server system i^ capable of decrypting the address document 
[22] According to yet another aspect of the invention, a method for 
performing secure transactions, over a communication network includes: 
[23] A. establishing a connection between a buyer syst^n and a merchant 
server system over the cornThunications network to initiate a purchase 
transaction; 

[24] B. the buyer system selecting an item offered for sale by the merchant 
server system; 

[25] C. the buyer system transmitting buyer information to a secmity server 
system; 

[26] D. the security server system racrypting the buyer infoimation using 
an encryption key that prevents the merchant server system from decrypting 
the enciypted buyer information; 

[27] E. flie security server system transinitting the encrypted buyer 
information to the merchant server system; 

[28] F. the merchant server system transmitting at least a portion of the 
enciypted buyer information to a third server systCTi for processing during the 
purchase transaction; and 

[29] G. the third server system decrypting the at least a portion of the 
encrypted buyer infoimation before processing the information. 

[30] According to yet another aspect of the invention, a method for 
identifying a party includes, in a security server system including a computer 
processor and associated memory, the security server system being selectively 
couplable to a second server system, including a computer processor and 
associated memory, over a communications network, performing the steps of: 
[31] A. obtaining a pluraUty of identifying indicia from each of a pluraUty 
of parties; 
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[32] B. perfonriing a one-way hash function on each of the pluraUty of 
identifying indicia to fonn a plxurality of hashed identifiers, wherein a 
particiilar output of the one-way hash function is tmique to a particular input 
of the hash function; 

[33] C. forming an array of hashed identifiers for each of the pliuraKty of 
parties, wherein each array includes a number of hashed identifiers that are 
umqua to each party; and 

in the second server system, performing the st^s of: 
[34] D. receivinjg an identifying indiciimi firom a partj^ 
[35] E. performing tibie hash function on the indiciuqi to form a hashed . 
indicium; . /' 

[36] F. parsing each ofthe arrays to determine if the hashed indicium 
coincides with a hashed identifier therein; 

[37] G. detCTmining which, if any, ofthe arrays contains a coincidence 
between the hashed indiciima and a hashed identifi^ 

wherein, if only one coincidence occurs, the method comprises: 
[38] H. identifying a imique party &om the plurahty of parties based the 
coincidence between the hashed indicium and the hashed identifier; and 

wherein, if more than one coincidence occurs, the method comprises: 
[39] L repeating steps D-G until one of the arrays contains a set of 
coincidCTLces that none ofthe other arrays contain; and 
[40] J. identifying a tmique party fiom the plurality of parties based on the 
set of coincidences. 

Brief Description Of The Drawings 

[41] The foregoing and other objects of this invention, the various features 
thereof, as well as the invention itself may be niore fully imderstood from the 
following description when read together with the accompanying drawings in 
which: 
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[42] Fig. 1 is a schematic diagram of conventional inforaiation distribution 
in gn online transaction; 

[43] Fig. 2 is a schematic diagram of the system for effecting aaonymous 
credit card purchases in accordance with the present invention; 

[44] Figs. 3A-3F are schexnatic diagrams showing different types of 
transactions that may be carxied put according to the present invention; 

[45] Fig. 4 is a schematic diagram showing the steps involved ia a purchase 
transaction in accordance ;With the present invention; 

[46] Fig. 5 is a schematic ciiagram showing the steps involved in a return 
transaction in accordance with the present invention; 

[47] Figs. 6A-6C are a schematic diagrams showing the steps involved in a 
chargeback transaction in accordance with the present invention; 

[48] Fig. 7 is a schematic diagram showing the steps involved in enabling 
private communication between a merchant and a buyer using alias email 
addresses in accordance with the present invention; 

[49] Fig. 8 is a schematic diagram showing the steps involved in the 
creation of an electronic wallet in accordance with the present invention; 

[50] Fig. 9 is a schematic diagram showing the steps involved in a purchase 
transaction using the electronic wallet in accordance with the present 
ihvmtion; 

[51] Fig. 10 is a schematic diagram showing the steps involved in a direct 
marketing fulfillment transaction in accordance with the present invention; 

[52] Fig.l 1 A is a schematic diagram showing the creation of a digest array 
in accordance with the present invention; 

[53] Fig. 1 IB is a schematic diagram showing the steps involved utilizing a 
digest array to identify a buyer in accordance with the present iuvention; and 
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[54] Figs- 12A-12B are schematic diagrams showing other types of 
purchase transaction schema in accordance with the present invention. 

.Detailed Description 

[55] Fig. 1 is a schematic diagram of a conventional online transaction in 
which a buyer 12, during the course of the online transaction, provides certain 
information S to the nlerchant 14. This information S includes the buyer's 
delivery address, payment iiiforrnatioii, such as a credit card number, and 
information about.fhe item being purchased. In this conventional transaction, 
the merchant 14 possesses and has access to all of the buyer's information. 
The m^hant 14 distributes the buyer's delivery address mformation Si to the 
delivery firm 16 and distributes the buyer's payment information S2 to the 
payment processor 18. Whra the payment is approved by the payment 
processor 1 8, the transaction is consummated and the delivery firm 16 picks 
up the item &om the merchant 14 or an agent of the merchant 14 and delivers 
the item to the buyer 12. While this type of transaction has been generally 
successful in enabling buyers to purchase item from merchants, a potential 
security risk exists since at least one party other than the buyer has possession 
of all of the buyer's private information. 

[56] Fig. 2 shows a diagram of a system 100 for enabling secure online 
transactions in which the merchant either never possesses all of the buyer's 
mformation or possesses the information in a form that it caimot read in 
accordance with a preferred embodiment of the present invention. The system 
100 includes buyer system 110, merchant server system 120, security server 
system 130, a payment processor server system 140, including merchant 
acquirer server system 142 and bank server system 144, and delivery server 
system 160, all connected to a common communications network 170. 
Preferably, the buyer system 110, merchant server system 120, security server 
system 130, merchant acquirer server system 142, bank server system 144 and 
delivery server system 160 are each a personal computer such as an IBM PC 
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or IBM PC compatible system or an APPLE® MacINTOSH® system or a 
more advanced computer system such as an Alpha-based computer system 
available firom Compaq Compu^ Corporation or SPARC® Station compute 
system available from SIJN Microsystems Coiporatioii, although a main fi^ame 
computer system can also be used. Preferably, the communications network . 
170 is a TCP/IP-based network such as the Litemet or an intranet, although 
almost any well known LAN, WAN or VPN technology can be used. 
[57] In one preferred embodiment of the invention, the buyer system 1 10 is 
an IBM PC compatible system operating an operating system such as the 
Microsoft Windows® operating system, and merchant server system 120, 
security server s>^em 130, merchant acquirer server S3^tem 142, bank server 
system 144 and delivery server system 160 are configured as web servers 
providing^access to information such as web pages in HTML format via a 
protocol such as the HyperText Transport Protocol (http). The buyer system 
110 includes software to allow viewing of web pages, commonly referred to as 
a web browser, thus being capable of accessing web pages located on 
merchant server system 120 and security server system 130. Altematively, 
buyer system 110 can be any wired or wireless device that can be connected to 
a communications network, such as an interactive television system, such as 
WEBTV, a personal digital assistant (PDA) or a cellular telephone. In this 
preferred embodiment, merchant server system 120 is an e-tail system ofToing 
a plurality of items for sale oyer the iatemet. 

[58] While the specific steps involved in tiie secure transaction system of 
the present invention are described in detail below. Figs. 3A-3E are schematic 
diagrams showing various forms of transactions that are achievable with the 
present invention. Each of Figs 3A-3E shows the transfer of information after 
the buyer has selected an item to purchase from the merchant server system 
and has proceeded to the checkout process. 

[59] Fig. 3 A shows a transaction in which the buyer system 110 provides a 
set of information S to the security server system 130. As set forth above the 
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information S includes the buyer's delivery address information, payment 
information and optionally, information about the item being purchased, such 
as a stock number^ etC; '11^ security server system, which is operated 
separately firom the merchant, is dedicated to collecting the buyer's 
information and protecting the buyer's information as encrypted docimients. 
In the transaction of Fig. 3A^ two encrypted documents are created fix>m the 
buyer's information S: a delivery document Ei that caai only be decrypted by 
the participating dehvery sarver system 160 and a payment document Bz that 
C2m only be decrypted by the participating payment processor server system 
140. Once encrypted, the documents Ei and E2 are then transmitted to the. 
merchant server system 120 for storage and processing. At no time can the 
merchant server system 120 decrypt the documents, but the merchant server 
system 1 20 can use them for a full range of services, including all credit card 
transaction types (e. g. authorization, settlement, void, chargeback) and for 
shipping and returns. Thus, the merchant server system 120 can never see the 
personal information S of the buyer, but is not hindered in its service offering. 

[60] Fig. 3B shows a transaction where the buyer's dehvery address 
information Si and payment information S2 are transmitted to the security 
server system 130 while the purchase item information S3 is transmitted 
directly to the merchant server system 120. The security server system 130 
encrypts the information S] and S2 to form encrypted docmnents E] and E2 
which are transmitted to the merchant server system 120. The merchant server 
system 120 then transmits the encrypted delivery document Ei, which includes 
the buyer's deUvery address information, to the delivery server system 160 and 
transmits the encrypted payment document E2, which includes the buyer's 
payment information, to the payment processor server system 140. The 
dehvery server system 160 and the payment processor server system 140 then 
decrypt their respective documents and the transaction can then be carried out 
without the merchant ever having possession of the buyer's dehver address 
information or payment information. 
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[61] Fig- 3C shows a transaction in which transfer of infonnation between 
the buyer system 1 10» the security server system 130 and the merchant server 
system 120 is the s^e as that shown in Fig. 3B. However, in this transaction, 
the encrypted dehvery docmnent Ei is traxismitted from tiie merchant server 
system 120 to a intermediate delivery server system 162 which decrypts the 
idocument Ei and transmits the decrypted information Si to the delivery server 
system 160. Likewise, the encrypted payment document E2 is transmitted 
from the merchant server system 120 to an interqiediate payment server 
s^tem 146 which decrypts the document E2 and transmits the deciypted 
information S2 to the payment processor iserver system. 140. 

[62] Fig. 3D shows a fork-type transaction in which the buyer 1 10 provides 
its information S to the security server system 130. The security server system 
then separates the information into separate documents and distributes flie 
delivery address information Si to the delivery server system 160, the payment 
information S2 to the payment processor server system and the purchase item 
information S3 to the merchant server system 120. In this transaction, even 
though the buyer's information is not encrypted, the security server system 130 
ensures that each server system receives only the information necessary for it 
to enable the purchase transaction. 

[63] Fig. 3E shows an encryption pipe-type transaction, in which the buyer 
110 provides its information S to the security server system 130. The security 
server system 130 encrypts the information to form an encrypted docimient Ei, 
which includes the buyer's delivery address information and an encrypted 
document £2, which includes the buyer's payment information. The encrypted 
documents Ei and E2 are then transmitted to the merchant server system 120, 
which transmits both encrypted documents to the deliyery server system 160, 
which retains the encrypted delivery document Ei and transmits the remaining 
encrypted payment document E2 to the payment processor server system 140. 
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[64] Fig. 3F shows an encryption pipe-type transaction, in which the buyer 
lip provides its delivery address information Si and its payment information 
S2 to the security server system and order information S3, particularly 
information regarding the item being purchased by the buyer, to the merchant 
sCTver system 120. The security server system 130 encrypts the information Si 
and S2 to form an encrypted document Ei and E2, respectively. The encrypted 
documents Ei and E2 are tt^n transmitted to the merchant server system 120, 
. which transmits both encrypted documents to the delivery server system 160, 
which retains the encrypted delivery document Ei and transmits the remaining 
encrypted payment document E2 to the payment processor server system 140. 

[65] In a preferred embodiment of the invention, the buyer's private 
information, including delivery address information and payment information, 
is not disclosed to the merchant server system 120. The buyer provides this 
information directly to the security server system 130 which encrypts the 
deUvery address information into a delivery dociunent and encrypts the 
payment information into a payment document. These docmnents are 
encrypted using a key which enables only the delivery server system 160 to 
decrypt the delivery document and which enables only the payment processor 
server system 140 to decrypt the payment document. These documents are 
transmitted by the security server system 130 to the merchant server system 
120, which then transmits the delivery document to the delivery server system 
'16Q.and the payment document to the payment processor iserver system 140. 
The payment processor server system 140 is able to decrypt the payment 
document to autiiorize the payment and the delivery server system 160 is able 
to decrypt the deUvery document to provide deUvery of the purchased item to 
the buyer. In order to enable the deUvery server system 160 to deliver the item 
from the merchant, the delivery server system provides the merchant server 
system 120 with an address signature code which preferably is a bar code that 
corresponds to an order number on the merchant server system. The deliveiy 
address information of the buyer is stored in the dehvery server system and is 
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"tagged" with the address signature. The merchaat server system labels the 
package containiiig the item with the address signatmre. When the delivery 
finh associated with flie delivery server system 160 .picks iq) the package fixim 
the merchant, it reads the address signature to determine the address to which 
the package will be delivered. 

[66] Fig. 4 is a schematic diagram which specificaU 
information between the buyer system 1 10, merchant server system 120, 
security server system 130, merchant acquirer server system 142, bank server 
system 144 and delivery server system 160 in accordance with the present 
invention. In each of Figs. 4-10, a vertical bar in the colimm below each of 
flie systems 110, 120, fSO, 142, 144 and 160 indicates an action perfonned by 
the associated system. Furthermore, tasks shown in a solid line indicate data 
transmitted "in the clear" or unencrypted, tasks shown in dotted dashed lines 
indicate tasks performed by the security server system 130 or tasks performed 
under the direction of security server system 130 and tasks shown in dotted 
lines indicate a transfer of encrypted data. 

[67] In step 202, the buyer system 1 10 initiates a coimection to the 
merchant server system 120 over network 170. The buyer system 110 places 
one or more items in fee shopping cart provided by tiie merchant server 
system 120, step 204, and proceeds to checkout, step 206, thus initiating the 
purchase transaction. Upon checkout, the buyer system 1 10 is transferred to 
flie security server system 130, step 206. In the transfer, the merchant server 
system 120 references an XML docmnent that contains instructions to the 
security server system 130 for what information is needed to be collected from 
the buyer system 110, and for which oflier server systems the resulting 
documents are to be encrypted. Security server system 130 maintains a 
schema to ensure that the merchant sailer system 120 cannot direct 
information to be encrypted for inappropriate recipients (such as credit cards 
to a delivery firm). Not all of the collected information needs to be encrypted. 
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and some information may be encrypted for more than 1 recipient, and some 
maybe both encrypted into docimients and sent back "in the clear^ or 
unencrypted Security server system 1 30 serves forms (either created 
dyaamically or drawn from a library of static forms) to the buyer system 110, 
step 208, to collect tiie sought information that was defined in tiie XML 
instructions of the merchant server system 120. In steps 210-214, the buyer 
system 110 provides, to the security server systera 13t), the necessary payment 
information, including credit card number and expiration date, the buyer 
system's email address and the buyer system's dehvery address informatioiL 
As the buyer's information is being received, the security server system 130 
creates, in steps 212-218, an encrypted delivery document Ei that includes the 
buyer's deUvery address information and an encrypted payment documoit E2 
that includes the buyer's payment information. Encrypted delivCTy document 
£1 preferably includes the buyer's name, delivery address, email address and 
the name of the delivery company. This document is encrypted with a key 
such that only the deUvery server system is c£^able of decrypting the 
information contained therein. Encrypted payment document E2 preferably 
includes a merchant identification number (MID), a transaction identification 
number (TID), the credit card type, number, expiration date, the name on the 
credit card, the billing address associated with the credit card digital signature, 
a debit limit, which ensxures that the credit card is not charged above the order 
amount and an order expiration date. This document is encrypted with a key 
such that only the payment processor server system is capable of decrypting 
the information contained therein. Security server system 140 also creates an 
alias email address for the buyer. The alias email address is discussed in 
greater detail below with reference to Fig. 7. In step 218, the security server 
system creates a digest array, which includes all of the information collected 
by the security server system 130. This array is used to identify the buyer 
during future transactions, as is described in greater detail below with 
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reference to Fig. 1 1 A. Jn step 220, a package of the encrypted dociunents is 
assembled and transmitted to the merchant server system 120, step 222. 

[68] The package of inforrhation is transmitted to the merchant server 
system 120 as items in an XML docmnent, including encrypted dociraients Ei 
and E2, and imencrypted dociraients and one or more digest arrays. The XML . 
tags are not encrypted so that the XML document can be parsed by the 
m^hant server system 1201 The merchant server system 120^ receives the 
XML document and parses but the discrete itenis; step 222, The items are 
stored in tihie mCTchant SCTVer systCTi's order proceissing system, step 224. The 
merchant server systCTi 120 sends the encrypted payment dbcumeat E2 to the 
participating merchant acquirer server system 142^ step 226, which decrypts 
the docmnent and transmits it to the bank server system 144, step 228, for 
authorizatibn. hi step 230, if the payment information is approved, the bank 
server system 144 transmits a payment authorization response to merchant 
acquirer server system 142, which transmits a payment authorization 
document to merchant server system 120, step 232. 

[69] Once the payment information has been approved and the merchant 
server system has received the payment authorization document, the merchant 
server system 120 transmits the encrypted delivery document Ei and an order 
number to delivery server system 160, step 234. The delivery server system 
160 decrypts the delivery document Ei,step 236, assigns an address signature 
to the order and transmits the address signature to the merchant server system 
120, which notifies the buyer system 110 that the order has been successfully 
processed via the merchant server system website, step 236. The address 
signature is similar to a tracking number, but uniquely identifies a shippmg 
address as opposed to just a package. In step 240, the merchant server system 
produces a label with the address signature only, since it does not have access 
to the buyer' delivery address information, and transmits a delivery request to 
the delivery server system 160. The delivery server system 160 matches the 
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delivesry request to the address signature which includes the buyer's delivery 
address iriformatibn. The delivery server system .160 transmits a request to the 
security server system 130, step 242, for the securily server systCTOi to notify 
the buyer of the deUvery tracking nimiber informatibn via the security server 
system's secure email component 132, Fig, 7. Security server system 130 
transmits the delivery tracking number information to the buyer via its secure 
email component 132, step 244. In step 246, the merchant server system 120 
transmits the encrypted payment docmnent E2, as well as the payment 
authorization document^ to the merchant acquirer server system 142, which 
decrypts the payment dbcumeht E2 and transmits a setUement request to the 
bank server system 144, step 248. Based on the payment authorization 
document, the bank approves the settlement request and transmits payment, in 
the form of a settlement response, to the merchmt server system 120, step 250. 
In step 252, the delivery firm associated with flie delivery server system 160 
picks up the package jSrom the merchant firm associated with the merchant 
server system 120, matches the address signature on the label provided by the 
merchant server system 120 to the delivery address information contained in 
the dehvery document Ei and deUvers the package to the buyer. 

[70] Accordingly, the invention enables a purchase transaction to be 
completed without disclosing any of the buyer's private information to the 
merchant server system 120. By encrypting the buy^s delivery address 
iiifomiation into a discrete delivery document that includes only the buyer's 
delivery address information in a form which only the delivery server system 
160 can decrypt, the security server system 120 ensures that only.the deUveiy 
server system obtains information pertaining to the delivery of the purchased 
item. Furthermore, by encrypting the buyer's payment information into a 
discrete document that includes only the buyer's payment information in a 
form which only the payment processor server system 140 can decrypt, the 
security server system 120 ensures that only the payment processor server 
system 140 obtains information pertaining to the payment of the purchased 
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item. Since fhesc discrete documents are encrypted before they are 
transmitted to the merclumt server system 120, the merchant server sj^em 
cannot access the buyer^s infoimatioh. This example transfers the pertment 
information sinlilar to the transaction shown in Fig. 3A. 

[71] Fig. 5 is a schematic diagram which show^s a transfer of information 
between the buyer system 1 10; merchant server system 120, security server 
system 130, merchant acquirer server system 142, bank server system 144 and 
delivery SCTver system 1 60 in a situation where the buyer returns a purchased 
product to the merchant for a refund. In step 300, the buyer system 1 10 
informs the merchant server system 120, either by telephone or email, that tiie 
buyer would like to return a product The merdiant Server system 1 20 
validates the request, stqp 302, and initiates a digest request, step 304, in 
which the Customer provides information about the order, step 306, so that the 
merchant can identify the order, step 308. The use of the digest array to 
identify a buyer is discussed in greater detail below with reference to Fig. 1 IB. 
Altematively, order receipts and other proofe of pxirchase can be used to 
authenticate the buyer system 110 without drawing on a digest array created 
during the initial order. If the buyer is successfully authenticated, the 
merchant server system 120 approves the return, step 310 and transmits the 
encrypted payment document from the initial transaction to the merchant 
acquirer server system 142 for a credit authorization, st^ 312. The merchant 
acquirer sierver system 142 authorizes the credit and transmits a credit 
authorization to the merchant server sjrstem 120, step 314. The merchant 
server system 120 then transmits a return material authorization (RMA) 
munber in an email to the buyer system 110 through the secure email 
component 132 of the security server system 130, steps 3 16, 318. The buyer 
sends the item back to the merchant through the delivery firm using the RMA, 
steps 320, 322. The merchant server system requests a credit settlement fi-om 
the bank server system 144, step 324. The bank server system transmits the 
credit settlement to the merchant s^er system 120, step 326 and the bank 
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server system 144 provides the appropriate credit to the buyer's credit card, 
step 328/ 

{72] Figs. 6A5 6B and 6C are schraiatic diagrams which show a transfer of 
y information between the buyer system 110, merchant server system 120, 
security server system 130, merchant acquirer server system 142 and bank 
serva: system 144 in the cai^e of a buyer-initiated chargeback. A chargeback 
occurs when the buyer informs the bank that it will not pay for a charge 
resulting from a transaction, hi step 350, Fig. 6A, the buyo: system 110 
initiates the chargeback by informing the bank server system 144 that the . 
charge will not be honored. The bank server system 144 reviews the request, 
stqp 352 and instructs the merchant acquirer server system 142 to search for 
the payment document associated with the request, step 354. The merchant 
acquirer server system 142 transmits a report to the merchant server system 
including the nature of the complaint, step 356. The report only identifies the 
specific transaction to the merchant server system 120. At this point, the 
merchant server system only possesses ioformation about the specific 
transaction and does not posses any of the buyer's personal information. The 
inerchant server system 120 and the buyer system 110 communicate with each 
other anonymously through the secure email component of the security server 
system 130, steps 358-364. The merchant server system then transmits a 
chargeback response to the merchant acquirer server system 142, step 366. 
The merchant acquirer server system 142 transmits the request to the bank 
server system 144, step 368, and the bank server system issues a chargeback 
credit to the buyer's credit card, step 370. 

[73] The process shown in Fig. 6B is similar to the process shown in Fig. 
6A, with the difiference being that the security server system! 130 creates the 
rq)ort to the merchant server system 120 rather than the merchant acquirer 
server system 142. This enables the security servCT system 130 to either 
encrypt or withhold priyate information of the buyer fi-om the merchant server 
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S3^tem. ^ The process shown in Fig. 6C is also similar to the process shown in 
Fig. 6A, with the difTer^ce being that the merchant server system 120 
receives the chargeback request directly from the bank server S3^em 144 
without any intervention from the merchant acquirer server system 144 or the 
security server system 130. 

[74] The security server system 1 30 is also enable of enabling private 
email communications befWeea parties, in particular between the buyer systrai 
1 lOJand the merchant seryei: system 120. Security server system 130 includes 
a secure email component 132, Fig. 7, with which both the buyer system 1 10 
and the merchant server system register. The secure email component 132 
receives the buyer system's tme email address iand assigns a buyer alias email 
address to the buyer's true address. Likewise, the secure email component 132 
receives the merchant server system's true email address and assigns a 
merchant alias address to the merchant's true address. All email transactions 
between the buyer system 110 and the merchant server system 120 pass 
through the secure email component 132. In this way, the neither party 
. possesses flie other party's trae email address and all communication takes 
place through the secure email component with tiie alias email addresses. 

[75] Fig. 7 is a schematic diagram which shows this process. In step 402, 
the merchant server system identifies a buyer to which it will send an email 
message. The message is created, step 404, and sent to the buyer's alias email 
addire^s via the merchant's SiMTP servCT. The email is directed to the secure 
email component 132 by the buyer's alias address, step 406, where it is 
vaUdated by the secure email component 132. Validation involves ensuring 
that a particular merchant is authorized to send email to a particular buyer with 
the buyer's alias email address. If the validation is rejected, the message is 
returned to tiie merchant's trae email address, step 408. If the validation is 
approved, the secure email component 132 rewrites the SMTP header on the 
email message, changing the buyer's alias email address to the buyer's tme 
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email address, and the merchant's true email address to the merchant's alias 
email address. The message is fhm sent to die buyer system 110 via the 
. secure email component's SMPT server, step 410. If the buyer system 110 
replies to the merchant's emiail message, the reply is sent via the buyer's 
SMTP server to the merchant's alias email address, step 412. The message is 
then validated in the same manner as the original email message from the 
merchant server system ifO. Invalidation fails, the nfessage is retumed to the 
buyer's true e-mail address without having been delivered to the merchant 
server system 120, step 414. If validation does not fail, the secure email 
component 132 rewrites the SMTP header on the mail message, changing the 
merchant's alias to the merchant's true e-mail address, and the buyer's tme e- 
mail address to the buyer's alias email address. The message is then seat via 
the secure email component's SMTP server to the merchant's true e-mail 
address (MTMA). 

[76] In order to simplify the transaction consummation process, the system 
of the present invention enables the buyer system 1 10 to create an electronic 
"wallet'' which includes all of the buyer's information such as delivery address 
information, and payment information. The security server system creates the 
wallet by encrypting the delivery address information into a deUvery 
dociunent Ei and encrypting the payment information into a payment 
docimient E2 as described above. Once the wallet is created, it is stored in a 
dat^ase on the merchant server system 120 for future purchase transactions. 
Fig. 8 is a schematic diagram of the process involved in the creation of the 
electronic wallet. In step 420, the buyer system 1 10, from the merchant server 
system website, requests that a wallet be created. The merchant server system 
prompts the buyer system 1 10 to create a user name and password, step 422. 
The merchant server system then directs the buyer system 1 10 to the security 
server system 130, step 424, where the wallet creation takes place. The 
security servCT system 130 sends a personal information request form to the 
buyer system 110, step 426. In response, the buyer system 1 10 provides the 
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requirefl information fo the security server system 130, including the buyer's 
payment information, step 428, tme email address, step 430 and delivery 
address information, step. 432. The security server system 130 receives the 
infomiation and encrypts the delivery address information into the delivery 
document Ei, encrypts the payment information into the payment document E2 
and creates an alias email address for the buyer system, steps 430-434. A 
digest array is created froDi the received information, step 436, and a protected 
information package is assenibled, step 438, which includes all of the buyer's 
. infotmation in a form which is not decryptable by the merchant server system 
120. The package is transmitted to the merchant server system 120, which . 
notifies the buyer system 1 10 via its website that the wallet has been 
successfully created, step 440. The merchant server system then parses the 
package into its separate documents, step 442, aiid stores the documents in a 
"wallet" associated with the particular buyer in a database of the merchant 
server system 120. The merchant server system 120 may request other 
information from the buyer, such as buyer preferences and behavior profiles, 
which information is stored in the wallet with the buyer's encrypted 
information, steps 444-448. 

[77] Fig. 9 is a schematic diagram of a transaction according to the present 
invention which includes the use of the electronic wallet described above, hi 
step 502, the buyer system 110 establishes a connection with the merchant 
sery^ system 120 over the network 170. The buyer system 1 10 places items 
in its shopping cart, step 504 and, when ready to checkout, logs into its wallet 
which is stored on the merchant server system 120 using its user name and 
password, step 506. The merchant server system 120 then asks if the buyer 
would like to follow an automatic checkout procedure, step 508. If no 
changes are to be made to the buyer system's information, the buyer system 
will choose tiiis procedure. The process then proceeds to step 528, to continue 
the transaction, wherein steps 528-552 are identical to steps 228- 252of Fig. 4. 
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[78] Jftbe buyer system 110 does not select the automatic checkout, the 
merclumt servCT system 120 transmits the wallet information to tibe security 
server system 130; step 5iQ^ The security server system decrypts the wallet 
infonnation, step 512, and transmits a form to the buyer system 1 10 with a 
prompt to make any nepessary changes to the information, steps 514, 516. 
The security server systerii 130 encrypts the updated information into the 
delivery document Ei and payment document E2, Step 518. The new protected 
information package is assembled, step 520, and transmitted to the merchant 
server system 120 to i^date the buyer's wallet information. The transaction 
then proceeds with steps 522-552, which are identical.to steps 222-252 of Fig. 
4. ' ■ 

[79] The security server system 130 of the present invention is also capable 
of enabling the merchant server system 120 to conduct a direct marketing 
fulfillment process while keeping the buyer system's information private. Fig. 
10 is a schematic diagram showing the steps involved in this process. In step 
600, the merchant server system 120 develops a target list of buyer's to which 
it will send direct marketing material. Since all of the buyer information in the 
possession of the merchant server system is encrypted, this target list is also 
encrypted. However, since the different encrypted documents associated with 
each buyer system or parsable by the merchant server system 120, it is able to 
provide a list to the security server system 130 which includes the encrypted 
delivery iaddress information of its buyers to the security server system 130, 
step 602. The security server system 130 decrypts the buyer list, step 604, and 
transmits the buyer Ust to a fulfillment server system 1 72, step 606: The 
fulfillm^t server system 172 receives the direct marketing pieces from the 
merchant server system, step, 608, labels them with the delivery address 
information received from ihe security server system 130, step 610, and sends 
the labeled pieces to the delivery firm associated with the deUvery server 
system 160, step 612. The delivery firm then deUvers the direct marketing 
pieces to the buyers. This process enables the merchant server system to cause 



wo 01/75744 



28 



PCT/USOl/10760 



direct matketing pieces to be delivered to buy^ without the need for the 
merchant server system 120 to possess the actual delivery address infonnation 
ofthebuyers. 

[80] Fig. 1 1 A is a schematic diagram showing the process involved in the 
creation of a digest array, which occurs when the buyer system's information . 
is first input to ffie security server system 130. When the security server 
system receives the buyer's such as in steps 210*214 of Fig. 4, the 

infonnation Si-Sn> in adclitipn to being encrypted into docimients that can only 
be decrypted by a predetermined intended party^ is passed through a hashing 
function 174 such as the Secure Hash Algorithm (SHA), which creates a hash 
output Di-Di,, corresponding to the mfoimation Si-Sn. The digest array is 
stored on the merchant server system 120 for future reference. 
[81] If the buyer system 110 needs to contact the merchant server system 
regarding a particular order, the merchant server system can match the buyer 
with the particular order by using the digest array. For example, in the return 
process shown in Fig. S, the buyer provides information to the merchant server 
system 120 and the merchant server system searches its digest array to match 
th^ buyer with the particular order. As shown in Fig. 1 IB, ^the buyer system 
discloses certain portions of information, such .as its name 1 80, the last 4 digits 
of its credit card 1S2 and its zip code 1 84. This information is passed through 
hashing function 174 to form hash outputs 186 corresponding to the 
mfoxination 180, 182 and 184. The merchant server system 120 searches the 
digest array 188 imtil the information provided by the buyer enables a match 
in the digest array 188 that enables the merchant server sj^tem to identify the 
particular order. 

[82] Accordingly, the present invention provides a method of and system 
for enabling online transactions in which the merchant does not have access to 
the buyer's private delivery address information and payment information. 
The security server system encrypts the delivery address information to form a 
delivery document which can be decrypted only by the delivery server system. 
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The security server system also encrypts the payment address information to 
form a payment document which can be decrypted only by the payment 
processor server systeni. The delivery document and the payment document 
are provided by the security server system to the merchant server 
which, in turn, distributes the documents to the respective server systems for 
processing during the course of an online transaction. While, in the example 
of Fig. 4, the transaction carried but is in the form of ihe combination 
encryption pipe/fork transaction shown in Fig. 3 it will be understood that 
ih& system can be utilized to carry out any or all of tile transaction types 
shown in Figs, 3A-3E. Furthermore, the system and method of the present 
invention can be utilized to carry out transactions which take the form of a 
token passing ring, such as is shown in Fig. 12A, wherein encrypted 
documents may be passed among all of the parties in the ring 190 and a 
distributive ring, such as is shown in Fig. 12B, wherein a head party 
introduces encrypted documents into the ring 194, which docimataits are then 
passed among the other parties of the ring 194. 

[83] The invention may be embodied in other specijSc forms without 
departrag firom the spirit or essential characteristics thereof. The present 
embodiments are therefore to be considered; in respects as illustrative and not 
restrictive, the scope of the invention being indicated by the appended claims 
rather than by the foregoing description, and all changes which come within 
the meaning and range of the equivalency of the claims are therefore intended 
to be embraced therein. 
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CLAIMS 

1 . A transaction system for performing secure transactions over a 
commimication network comprising: 

a merchant server system including a computer processor, and 
associated memory^ said merchmt server system off^ing items for sale; 

a buyer system including a computer processor and associated 
memory, said buyer system being selectively cotq>lable to said merchant 
server isystem over said communication network to ihitiate a transaction, 
wherein, during said transaction; said buyer system selects one of more of said 
items for purchase; 

a security server system including a computer processor and associated 
memory and an encryption device, said security server system receiving buyer 
information from said buyer system^ encrypting said buyer information in an 
encryption key that prevents said merchant server system from decrypting said 
buyer information, and transferring said encrypted buyer information to said 
merchant server system; and 

a third server system including a computer processor and associated, 
memory, said third server systern being selectively couplable to said merchant 
server system, wherein said merchant server system transmits at least a portion 
pf said encrypted buyer information to said third server system for processing 
during said transaction. 

2. The transaction system of claim 1 wherein said third server 
system is one of a delivery server system and a payment processor server 
system. 
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3. The transaction system of claim 2 wherein said mcrypted buyer 
infonnatibn received by.said delivay server system is delivery address 
kifonnation of said buye^^ 

4. Thetransactionsystemof claim 2 wherein said encrypted buyer 
information received by sai(d payment processor server system is payment 
information of said buyer;^ 

5. The transaction system of claim 1 further comprising a fourth 
server system including a conrputer processor and dissociated memory, said 
fourth server system being selectively couplable to one of said merchant 
server system and said third server system, wherein said one of said merchant 
server system and said third server system transmits at least a portion of said 
encrypted buyer information to said fourth server system for processing during 
said transaction. 

6. The transaction system of claim 5 wherein said security server 
system encrypts said buyer information into a first document and a second- 
document, wherein said first document is transmitted to said third server 
system by said merchant server system and said second document is 
transmitted to said fourth server system by said merchant server system. 

7. The transaction server system of claim 5 wherein said security 
server system encrypts said buyer information into a first document and a 
second docmnent, wherein said first and second documents are transmitted to 
said third server system by said merchant server system and said second 
document is transmitted to said fourth server system by said third server 
system. 
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8. The transaction system of claim 6 wherein said third server . 
system is one of a delivery server system and a payment processor server 
:^tem and wherein said fbiirih server system is the oth^ of said delivery 
server system and said payment processor server system, and wherein said 
first docmnent contains one of the buyer system's delivery address information 
and the buyer system's payment information and the second documrat 
contains the other of said buyer system's deUvery address information and 
said buyer system's payment information. 

9. The transactioti system of claim 8 wherein said security server 
systCTi encrypts ssdd first docunimt using a first eifciyption key and said 
second document using a second encryption key, wherein said one of said 
third servw system and said foiirfh server system that receives said first 
document can decrypt said first document but not said second document and 
wherein said other one of said third server system and said fourth server 
system that receives said second document can decrypt said second document 
but npt said first document 

1 0. The transaction system of claim 7 wherein said third server 
system is one of a delivery server systCTi and a payment processor server 
system and wherein said fourth server system is die other of said deUvery 
server system and said payment processor server system, and wherein said 
first docuinent contains one of the buyer system's delivery address information 
and the buyer system's payment information and the second document 
contains the other of said buyer system's deUvery address information and 
said buyer system's payment information. 
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11. The transaction system of cl^im 1 0 wherein said security server 
s)^tem encrypts said jBrst document using a first encryption key and said 
second docun[ient using a second encryption key, wherein said one of said 
third server system and said fourth server system that receives said first 
document and second documents fi*om said merchant server system can 
decrypt said first document but not said second docimient and wherein said 
other one of saSd third server system and said fourth servisr system that 
receives said second document can decrypt said second document but not said 
first document. . . . 

12. A system for performing secure transactions oyer a 
communication netwodc comprising: 

a merchant server system including a computer processor and 
associated menaory, said merchant sarver system offering items for sale; 

a buyer system including a computer processor and associated 
memory, said buyer system being selectively couplable to said merchant 
server system over said communication network to initiate a transaction, 
wherein, during said, transaction, said buyer system selects one or more of said 
items for purchase; 

a security server system including a computer processor and associated 
nlemory, said security server system being selectively couplable to said buyer 
system to receive buyer information &om said buyer s>^tem in the course of 
said transaction, said buyer information including delivery address 
information and payment information; 

a delivery server system including a computer processor and associated 
memory^ and 

a payment processor server system including a computer processor and 
associated memory; 
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wherein said security server transmits said delivery address 
information to said delivery s'erver system and said payment information to 
said pajmient processor iservd: system. 

13. The transaction system of claim 12 wherein said security server 
system encrypts said delivery address information into a first document and 

encrypts said payment information into a second document. 

'J 

14. The.transaction system of claim 13 wherein said security server 
system transmits said first and second documents to said merchant server 
system^ which transmits said first document to said'deUvery server system and 
said second document to said payment processor server system; and 

wherein said merchant server system is incapable of decrypting said 
first and second documents. 

15. A transaction system for performing secure transactions over a 
commimication network comprising: 

a merchant server system including a computer processor and 
associated memory, said merchant server system offering items for sale; 

a buyer system including a computer processor and associated 
memory, said buyer system being selectively couplable to said merchant 
server system over said communication network to initiate a transaction, 
wherein, during said transaction, said buyer system selects one or more of said 
items for purchase and transmits information regarding said one or more items 
to said merchant server system; 

a security server system including a computer processor and associated 
memory and an encryption device, said security server system receiving buyer 
information fi-om said buyer system, encrypting said buyer information in an 
encryption key that prevents said merchant server system firom decrypting said 
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buyer ixifotmation, and transfemng said enqrypted buyer infomiation to said 
m^hant server system; and f 

a third server system including a computer processor and associated 
memory, said third server system being selectively couplable to said merchant 
server system, wl^erein said merchant server system transmits at least a portion 
of said encrypted buyer information to said third server system for processing 
during said trai^action. 

16. The transaction syst^n of claim 1 S wherein said third server 
system is one of a delivery server system and a payment processor s^er 
^^tem. 

17. • The transaction system of claim 16 wherein said encrypted 
buyer information received by said delivery server system is delivery address 
information of said buyer. 

1 8. The transaction system of claim 1 6 wherein said encrypted 
buyer iioformatipn received by said payment processor sorver system is 
payment information of said buyer. 

1 9. The transaction system of claim 1 5 further comprising a fourth 
seryer sy^em including a computer processor and associated memory^ said- 
fourth server system being selectively couplable to one of said merchant 
server system and said third server system, wherein said one of said merchant 
server system and said third server system transmits at least a portion of said 
encrypted buyer information to said fourth server system for processing during 
said transaction. 

20. The transaction system of claim 1 9 wherein said secinity server 
system encrypts said buyer information into a first document and a second 
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docum^t, wherein said first dpcuinent is transmitted to said third server 
system by said.nierGhant servei* systCTi and said second docmnent is 
transmitted to said foiirth server systCTi by said merchant server system. 

21 . The transaction server system of claim 1 9 wherein said secmity 
server system encrypts said buyw information into a first document and a 
second document, wherein skid first and second documents are transmitted to 
said third server s>^em.by said merchant server sj^teni and said second 
xiocument is transmitted to said fourth server system by said third server 
sjrstem. 

22. The transaction s>^tem of claim 20 wherein said third server 
system is one of a delivery server system and a payment processor server 
system and wherein said fourth SCTver system is the other of said dehvery 
server system and said payment processor server system, and wherein said 
first document contains one of the buyer system's delivery address information 
and the buyer system's payment information and the second document 
contains the other of said buyer system's delivery address information and 
said buyer system's payment information. 

23. The transaction system of claim 22 wherein said security server 
system encrypts said first docirniCTit using a first encryption key and said 
second document using a second encryption key, wherein said one of said 
third server system and said fourtiti server system that receives said first 
document can decrypt said first document but not said second document and 
wherein said other one of said third server system and said fourth server 
system that receives said second document can decrypt said second document 
but not said first document. 
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: 24. The transaction system of claim 21 wherein said third server 

system is one of a delivery s6rver system and a payment processor server 

system and wherein said foiurth server system is the otiier of said delivery 

server system and said payment processor server system, and wherein said 

first document contains one of the buyer system's deUvery address information 

and the buyer system's payment information and the second document 

J. ■ . ^' 

contains the othfr of said buyer system's delivery address infotmation and 

said buyer system's pa^onent information. 

. • J- . • ' ^ • , . 

25. The transaction system of claim 24 wherein said security server 
system encrypts said first document using a fiist en^Tption key and said 
second document using a second encryption key, wherein said one of said- 
third server system and said fourth server system that receives said first 
document and second dociunents from said merchant server system can 
decrypt said first docimient but not said second document and wherein said 
other one of said third server system and said fourth server system that 
receives said second document can decrypt said second document but not said 
first document. 
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26. A system for performing secure transactions over a 
conmiunicatiqn netwpik comprising: 

a m^chaht server sy^em including a computer processor and 
associated memory, said merchant server system offering items for sale; 

a buyer system including a computer processor and associated 
memory, said buyer system being selectively couplable to said merchant 
server system over said comtnuni cation network to initiate a t-ansaction, 
wherein, during said transaction, said buyer system selects one or more of said 
items for purchase;^ 

a security server system including a computer processor and associated 
memory and an encryption device, said security server system recedving buyer 
information from said buyer system and forming a merchant document 
including information regarding the item being purchased, encrypting said 
buyer mformation into a payment document including the buyer's payment 
information and encrypting said buyer information into an address document 
including the buyer's shipping address; 

said security server system transferring said buyer information to a first . 
one of said merchant server system, a payment server system and a delivery 
server system, wherein said first system removes the document associated 
with the first system and transmits the remaining documents to a second one 
of said merchant server system, said payment server system and said delivery 
server system, wherein said second system removes the dpcunoient associated 
with the second system and transmits the remaining document to a third one of 
said merchant server system, said payment server system and said delivery 
server system; 

wherein said security server system encrypts said buyer information 
using an encryption key in which only said payment server system is capable 
of decrypting said payment docimaent and only said delivery server system is 
capable of decrypting said address document 
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27. A method forrperfonning secure tra^ 
coiimiuiiic^tioB network 

A. establishing a connection between a buyer system and a merchant 
server system over said communications network to initiate a purchase 
transaction; 

B. said buyer systeni selecting an item offered for sale by said 
merchant server system; 

C. said buyer system transmitting buyer information to a security 
server S3^em; 

D. said security server system encrypting said buyer information using 
an encryption key that prevrats said merchant server system from decrypting 
said encrypted buyer infomii^tion; 

E. said security server system transmitting said encrypted buyer 
information to said merchant server system; 

F. said merchant server system transmittiag at least a portion of said 
encrypted buyer information to a third server system for processing during 
said purchase transaction; and 

G. said third server system decrypting said at least a portion of said 
encrypted buyer information before processing said information. 
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28. A method for identifying a party comprising: 

A. obtaining a plurality of identifying indicia from each of a plurality 
ofparties; 

B. performing a one-way hash function on each of said plurahty of 
identifying indicia to form a plurality of hashed identifiers, wherein a 
particular output of said one-way hash function is unique to a particular input 
of said hash fimction; 

C. forming an array of hashed identifiers for each of said plurality of 
pairties, wherein each iarray includes a number of hashed identifiepis that are 
unique to each party; 

D. receiving an identifying indicium fiom.a party; 

£. perfom[iing said hash function on said indicium to form a hashed 
indicium; • 

F. parsing each of said arrays to determine if said hashed indicium 
coincides with a hashed identifier therein; 

G. determining which, if any, of said arrays contains a coincidence 
between said hashed indicium and a hashed identifier; 

wherein, if only one coincidence occurs, the method comprises: 

H. identifying a unique party from said plurality of parties based said 
coincidence between said hashed indicium and said hashed identifier and 

wherein, if more than one coincidence occurs^ the method comprises: 
. L repeating steps'D-G until one of said arrays contains a set of 
coincidences that none of the other arrays contain; and 

J. identifying a imique party fix>m said plurality of parties bas^d on said 
set of coincidences. 
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29. A method for ideatifying a party comprising: 

in a secimty server system including a computer p^^ 
associated memory, said security server system being selectively couplable to 
a second served system, including a computer processor and associated 
raemory, over a communications network, performing the steps of: 

A. obtaining a plurality of identifying indicia from each of a plurality 
of parties; 

B. performing a ione-way hash function on each of said plurality of 
identifying indicia to foxm a^plurality of hashed identifiers, \viierein a 
particular output of said one-way hash function is unique to a particular input 
of said hash function; ' . ' 

C. forming an array of hashed identifiers for each of said plurality of 
parties, wher^ each array includes a number of hashed identifiers that are 
unique to each partj^ and 

in said second server system, performing the steps of: 

D. receiving an identifying indicium from a party; 

E. performing said hash function on said indicium to form a hashed 
indicium; 

F. parsing each of said arrays to determine if said hashed indicium 
coincides with a hashed identifier therein; 

G. determining which, if any, of said arrays contains a coincidence 
between said hashed indicium and a hashed identifiei^ 

wherein, if only one coincidence occurs, tiie method comprises: 

H. identifying a unique party firom said plurality of parties based said 
coincidence between said hashed indiciimi and said hashed identifier, and 

wherein, if more than one coincidence occurs, the method comprises: 

I. repeating steps D-G until one of said arrays contaios a set of 
coincidences that none of the other arrays contain; and 

J. identifying a unique party from said plurality of parties based on said 
set of coincidences. 
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